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Who is this leaflet for?
This leaflet is for anyone who uses any of the services 
provided by the NHS in Scotland. It has been produced by 
Health Protection Scotland and the Information Services 
Division of NHS National Services Scotland.

What do we do?
 ● Deliver official health statistics and provides an expert 

public health protection service to the people of Scotland.
 ● Help a wide range of organisations working in health and 

care to perform more effectively through the provision of 
intelligence.

 ● Co-ordinate national health protection activity, provides 
specialist support for public health incidents and 
outbreaks.

 ● Act as a key adviser to Scottish Government and other 
public bodies.

What is this leaflet about?
This leaflet explains:

 ● what is personal health information;
 ● why personal health information is needed, collected and 

held;
 ● what this information is used for, who it is shared with 

and why;
 ● what your rights are.



2Information Governance

What is personal health information?
It is information that identifies you. It includes things like:

 ● your name, address, date of birth and postcode; 
 ● information about any care and treatment you have 

received and results of tests you have had;
 ● information about your health and lifestyle. 

This information is kept securely by NHS staff in health 
records. These health records can be written on paper or 
held on a computer.

Why does the NHS need to collect and 
hold personal health information?
NHS staff collect information about patients in order to 
understand the health of Scottish people so that best 
quality health and care services can be provided. 

How does collecting this information help 
NHS Scotland?
Having this information means that the NHS can:

 ● look at how safe and effective a treatment is;
 ● check that the NHS is providing a good service and 

spending public money properly;
 ● plan how many beds, clinics and staff are needed; 
 ● monitor particular illnesses or diseases;
 ● carry out public health or clinical research.
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What organisations are involved in 
providing NHSScotland with information?
In Scotland some of the information collected when 
providing treatment and care (including personal health 
information) is brought together and managed for the 
NHS by the Information Services Division. They are part 
of NHS National Services Scotland and work with staff in 
organisations such as NHS Boards, GPs, hospitals, local 
authorities and voluntary groups to do this.

Health Protection Scotland collects and analyses 
information about infectious disease and environmental 
hazards to health. This information is used to investigate 
outbreaks of illness, to monitor the effectiveness of health 
interventions such as vaccination programmes, and to 
identify new infectious or environmental threats to the 
health of the population.
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How do we keep information secure?
We have systems and controls in place to ensure that 
information is managed, stored and used securely.  

 ● All of our staff have a legal and contractual duty to keep 
personal information secure and confidential.

 ● We employ an individual known as a ‘Caldicott 
Guardian’ whose job is to make sure that information is 
handled properly.

 ● Access to personal health information can only be given 
with special authorisation, and use of that information is 
closely monitored.

 ● There are strict rules that govern how information should 
be managed eg to make sure names, addresses and 
any other information that might identify an individual are 
removed wherever possible. The next section explains 
circumstances when we have to use personal health 
information.
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When we have to use personal health 
information
There are times when we have to use information that 
could identify an individual. Here are some examples.

 ● Reviewing samples of health records to make sure the 
information held is accurate.

 ● Linking information together so that the outcomes of a 
particular illness or disease can be monitored.

 ● Providing information to an NHS Board about their 
patients or residents who have had treatment in other 
locations.

 ● Monitoring health hazards for the people of Scotland 
by gathering surveillance information provided by 
laboratories, hospitals, GPs, NHS Boards and Local 
Authorities.

 ● Managing exposure to health hazards and large 
outbreaks of infectious illness that may affect many 
people across Scotland, such as large flu outbreaks.

When another organisation requests information, it will 
only be released after removing as much information that 
could identify you as possible. We only release information 
that could identify you directly when required or permitted 
by law or when it can be shown that you gave your 
permission, for example, where you have signed a consent 
form to allow its use for clinical trials.
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We take advice on sharing information from the Public 
Benefit and Privacy Panel for Health and Social Care which 
includes patients and doctors. This group help to make 
sure we protect personal information and meet our legal 
obligations of data protection and confidentiality.

What are your rights?
The Data Protection Act 1998 governs the use of personal 
information. The Data Protection Act 1998 gives you the 
right:

 ● to know how we use your personal health information;
 ● to object to our use of information;
 ● to access any personal information that we may hold on 

you.
If you wish to see or obtain a copy of your personal 
information, you can contact our Information Governance 
team. If you think any of the information held is inaccurate, 
incomplete or out of date, you can ask to have this 
information amended.

Our organisation is the legal data controller of the personal 
health information we hold. NHS National Services 
Scotland has notified the Office of the Information 
Commissioner of its use of personal information. A copy 
of the notification is available on-line at the Information 
Commissioner’s website at: www.ico.org.uk.
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Translation
If you would like this leaflet in a different language, large 
print or Braille (English only), or would like information on 
how it can be translated into your community language, 
please phone 0131 275 6665.

For more information
The people responsible for overseeing our use of personal 
information are the Caldicott Guardian and the Information 
Governance team.

Gyle Square 
1 South Gyle Crescent 
Edinburgh 
EH12 9EB

Email: nss.isdinfogovernance@nhs.net 
Switchboard: 0131 275 6000

Further information is available at:  
www.isdscotland.org 
www.hps.scot.nhs.uk


